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[bookmark: _Toc293473869][bookmark: _Toc226957199]Introduction
[bookmark: _Toc293473870]Purpose
The Cisco AnyConnect VPN client is the recommended client for the NIH Remote Access and onsite Wireless VPN systems. This guide will explain to users how to use the AnyConnect client to connect to the NIH Remote Access or Wireless VPN systems, using 2-factor authentication.

This guide will assume that one of two methods for 2-factor authentication is being used: 1) an NIH-issued PIV card; 2) an NIH-issued SecurID token. Other authentication systems (such as HHS- or other government-issued PIV cards) may be supported in the future. If or when they are, this document will be updated with any new instructions, as necessary.

[bookmark: _Toc226957201][bookmark: _Toc293473871]Scope 
This document applies to Windows based machines ( XP, Vista , Windows 7,  32 or 64 bit ). 


[bookmark: _Toc293473872][bookmark: _Toc226957205]Logging in to Remote Access VPN with a PIV card on Windows

If a user wishes to log into the Remote Access VPN, they should first launch the client. Once you receive the screen below select “remoteaccessvpn.nih.gov” in the “Connect to:” box and click on “Select”.

Note:  There are typically two options in this window:
· “onsitewirelessvpn.nih.gov” is for the wireless VPN 
· “remoteaccessvpn.nih.gov” is for the Remote Access VPN      
[image: ]


Press the “Select” button to connect to the Remote Access VPN. If the user’s PIV card has not been inserted already, the user will see a screen asking to select a card:
[image: ]
(Note, this screen will only appear for users using the ActivClient software. Windows 7 users may not see this screen).

Once your PIV card is inserted and selected, the user will be prompted for their PIN for the PIV card:

[image: ]

If that is successful, the user will be connected automatically to the VPN, and need enter no other information. Look for the icon in the task bar at the lower right to confirm that the client is connected:

[image: ]

To disconnect from the NIH Remote Access VPN, right-click on the icon in the task bar and select “disconnect.”

[bookmark: _Toc293473873]Logging in to the Remote Access VPN using SecurID on Windows

The process to log into the Remote Access VPN using SecurID is very similar to the PIV card process, but with the following changes:

First, the user’s client may be configured to challenge them for a PIV card before all other authentication attempts. So, the PIV card selection or PIN entry screens identified above may come up first. If so, the user should click “cancel” on these. To get to a username/password entry screen.

[image: C:\Users\geecla\Desktop\VPN screenshots\cancelPIVPIN.jpg]

After cancelling (or if the cancellation is not necessary), the user will see this screen:
[image: ]


There are two important things for the user to be aware of on this screen. First, the user must specify a VPN group by entering their username, followed by “@groupname” in the username field. Second, the “Password” requested by the client will actually hold the user’s SecurID PIN + the 6 digits on the SecurID token. 
.
Once the user has entered their username + VPN groupname into the “Username” field, and their SecurID PIN + tokencoide into the “Password” field, the user should click “Connect”, and they will be connected to the VPN as normal.


[bookmark: _Toc293473874]Logging into the Wireless VPN on Windows
To log into the NIH Wireless VPN system, the user should launch the AnyConnect client as before, but log into a different server: onsitewirelessvpn.nih.gov:
[image: ]

For the Wireless VPN, users will only ever be challenged for their Active Directly Username and password. At the time of this writing, SecurID or PIV cards are not supported on the Wireless VPN. Once the user has entered their AD username and password, they should click “Connect”, and they will be connected to the Wireless VPN.
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